
  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

There have been several reports of scam text messages and emails claiming to be 
from a well-known delivery service such as Royal Mail, FedEx, UPS, Yodel and 
Hermes. 

Messages state that a delivery has been missed and that the recipient will need to 
rearrange a delivery or that it has a shipping fee associated with the package. It will 
contain a link which will direct the consumer to a phishing website designed to look 
like the official website where consumers can make payment. 

If in doubt, don’t click the link. Take Five and think about what is being asked; are 
you expecting a delivery? Would it require a shipping fee if you have? 

Royal Mail will only send email and SMS notifications to customers where the sender 
has requested this when using their trackable products that offer this service 

The only time Royal Mail would ask customers to make a payment in an email or 
SMS is if a customs fee is due. In this case, they will also leave a grey card telling 
them there's a fee to pay, either for the international customs fee or a surcharge for 
an underpaid item before they can release the item. 

You can forward suspicious text messages to 7726 and suspicious emails on to 
report@phishing.gov.uk  

  

  

 

The ICO enforces the Privacy and Electronic Communications Regulations 

2003 which cover the way organisations make automated direct marketing 

telephone calls. They have taken an interest in the phone logs that Scam 

Marshals have been sending into the team and are keen to receive more 

complaints from us. 

 

In this newsletter, you will find a nuisance phone log (which can also be downloaded 

from the website). If you receive unwanted scam and nuisance calls, then we are 

asking you to write them down on this sheet with as much information as you can 

and send it into the Scams Team at the freepost address at the bottom of this 

newsletter. 

 

This will help provide the ICO with real-time intelligence to help combat mass 

marketing telephone fraud. Thank you for all your help so far in helping to take a 

stand against this crime type.  
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Correction – Last month we 

spoke about how you will not 

be asked to produce ID when 

receiving or arranging your 

coronavirus vaccine. You may 

be asked to produce ID when 

visiting a vaccination centre, 

a GP surgery or hospital. You 

will not be required to 

provide ID by sending copies 

or originals online, by post or 

through doorstep 

interactions. 

Throughout March, The Friends Against Scams team are creating short 
scams awareness videos. These videos are around a minute long and contain 
someone talking about their experience of scams. They concentrate on: 

• My own experience of being scammed 

• How I have helped someone who has been scammed 

• How I have helped protect my friends and family from scams 

• How I spot and report scams 

• My Scam Marshal experience 

The team would really like to have some Scam Marshals appear in these videos 
which will be used to put on social media platforms like Twitter and Facebook. If 
you would like to take part, you can create your own short video if you wish and 
post it on social media (please use the #ScamStory so we can promote it) 

If you would like us to help produce these short videos then please get in touch with 
the National Trading Standards Scam Team on 01323 463600 or email 
adam.carter@surreycc.gov.uk and we can arrange a short interview to talk about 
what you would like to share.  

This will help take away the feelings of shame and embarrassment often associated 
with people falling for scams by showing that we are all susceptible, especially in 
this time of heightened anxieties. We look forward to you getting in touch. 

 

The National Anti-Fraud Network (NAFN) have been made aware that unsolicited 

text messages are being sent to members of the public purporting to offer a COVID-

19 Grant due to the current lockdown. The text includes a link to “claim” the grant 

and starts with the words GOV.UK and ends with govuk.com, suggesting the text 

message has been sent by or on behalf of the government and is therefore an 

authentic message. Open source checks confirm that the number from which the text 

appears to be sent is associated with other fraudulent attempts. A copy of the text 

appears below. These can be forwarded directly to 7726, which goes to your 

mobile provider. 

#ScamStory 

  

 

Government Text Message Scams  

For more information on the 

team and our initiatives, 

please visit our website.  

If you would like to withdraw 

from the Scam Marshal 

scheme, please write to the 

address at the bottom of 

each page. 

  

 

www.FriendsAgainstScams.org.uk/ScamMarshals  

 

FREEPOST 
NTSST  

MAIL MARSHALS 

 

mailto:adam.carter@surreycc.gov.uk

